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Safety vs Reliability

Source: “Safeware, System Safety and Computers”, Nancy G. Leveson

:
Example: Aircraft dispatched with a :

latent failure (safety issue), but landed
normally. Hazardous condition still there

with a real potential to cause loss. !

Example: Aircraft not dispatched due
to a failure message in the display |
(reliability issue). Function (fly) not |

performed.Jl

Reliability: The probability that an item will perform a required function under
specified conditions, without failure, for a specified period of time. (ARP4754)




Important Considerations for Software

If we wanted to “conform” something as simple as a bolt (ensure it satisfies type
design data), we could:

— Measure the various diameters
— Measure the various lengths

— Measure the pitch

— Verify hardness

— Verify material

— Verify finish

— Verify elasticity

— X-ray it

— and even destructively test it

How can we do something similar for software? We can’t touch, we can’t
measure it, we can’t test it without trying it out, it takes a long time to build...



Case study 1:

EMB-145 Inverted pitch and roll indications on both PFDs
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18" Apr 2006 Embraer (GPX) 145-0089
Air turnback due to a reported inverted attitude ind ication on both PFDs

After takeoff in VMC conditions, as the aircraft became airborne, the flight crew reported receiving
"WINSHEAR" and "TERRAIN, TERRAIN" aural warnings. Soon afterwards, they reportedly noted
that the attitude indications were inverted. They then returned to the departure airport.

Investigation

* The cause of the event was an erroneous AHRU orientation setup.

» Before the flight, maintenance personnel used Honeywell GSE software for flux valve
calibration.

» This GSE software is primarily used for calibration of the flux valve. It also allows
access to the page to AHRU orientation setup.

» The test for AHRS in AMM test cannot detect this condition (inverted AHRU setup).
Note: Due to the characteristics of the AHRS, the aircraft need to be moved.
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Background (previous similar occurrences)
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Background (previous investigation performed in 200 0)

The field label for AHRU orientation setup in GSE 120 (software version 1.7) can cause
misinterpretation. In this case, the AHRU #1 can be programmed as AHRU #2 and vice-versa.

Field label shown by the software Possible wrong interpretation

v v
Handle Left - Left Hand (LH) AHRU (#1)
Handle Right - Right Hand (RH) AHRU (#2)
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Version 1.7 for DOS
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Version 1.8 for DOS

]
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Previous actions takenin 2000

» The AMM task description was
improved. —
» Software version 1.8 was

released (GSE 305) with a better
field label for AHRU orientation

 SNL 145-34-0018 was issued

« Communication to the Operators
GST 0029/00

 Improved the test procedure
(TP) for production line

%&'
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Version for Windows
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 During the investigation for the event (145-0089) it was noted that the old
software version 1.7 was not removed from the AMM task for the AHRU

configuration.

 Honeywell issued a new GSE software (Windows version) with the same
problem identified in the version 1.7 (field label for AHRU orientation).

 For the flight of the event (145-0089 / GPX ) the Windows version was used.

New actions

» Remove the software version 1.7 and Windows version from AMM task for the AHRU
configuration.

» Study for improvement on the AHRS test procedure (AMM) in order to detect possible
inverted orientation setup.

» Segregate the GSE software in two versions in order to be more specific for their intended
function. The Calibration package does not allow user to modify AHRS orientation. In order
to perform it, Configuration Software package must be used. It provides fewer margins for
operator error when calibrating and/or programming an AHRS.
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ERJ News
March 2009
Relesase #3



Automation and Situational Awareness

Automation

« Automation has contributed substantially to the safety of the airline
operations around the world.

* Reduction of crew workload;
» Increased precision of maneuvers and navigation;
» Better control of complex systems;

* Improved operational efficiency.



Automation and Situational Awareness

Automation and Situational Awareness

» Factors that influence situational awareness in the context of
automation include automation:

e Complacency;
« Automation Mistrust;
« Automation Transparency;, 7

« Automation Degradation.




Automation and Situational Awareness

Improving Situational Awareness

FLY THE AIRPLANE

« If there is any doubt about the automation modes the crew
should revert to a better understood level or of automation or
revert to manual flying until the aircraft resumes the desired
flight path and/or airspeed.

Aviate Navigate Communicate
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This information is the property of Embraer and cannot be used or reproduced without written consent.
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Harbin / Yichun — 243 NM

ARC / STAR — RWY 30







13.5 Km /7.3 NM

Lindu Airport
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Runway 30 threshold

Aircraft wreckage
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Yichun / Lindu Airport
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VOR / DME
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Actual Aircraft Trajectory — DVDR Data

Approach Chart VOR/DME RWY 30
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Actual Aircraft trajectory

Landing Procedure Vertical Path
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Landing Procedure Vertical Path

Actual Aircraft trajectory
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Actual Aircraft trajectory

EGPWS Envelope (TCF function)
K = 0.25 NM (best accuracy)

Last point above

EGPWS Envelope
(2 sec before impact)
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Software, Hardware Integration & Human Interface

Situational Awareness, Automation & Data Accuracy



Thank you!



